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12 Etapa

* Conectar o cabo de rede do PC na porta 4 do roteador.

Mm.l.o.zsyu 10.2.0.254/24  10.3.0.254/24  10.4.0.254/24
M172.16.0.1/24 172.16.0.2/24  172.16.0.3/24  172.16.0.4/24



UTllizar O browser para acessar o roteador
e remover todas as configuracdes. (IP

default do roteador 192.168.88.1)

- d >

M Ve x 100 %X (A ReX (AR X {MPX (ECEx (Elccx/ [ R x
< C | ® M3o seguro | 192.168.88.1 B | ¢
: i Importade do IE W Bookmarks Mestrado Cerveja Artesanal  » Cutros favoritos

/
IP 192.168.88.1 @

RouterOs v6.38.5

You have connected to a router. Administrative access only. If this device is not in
your possession, please contact yvour local network administrator.

WebFig Login:

Legin: |Eld|T1in| | | Login |

/l; | |

—
Usuario: admijin <l | - LI N
Sem senha = =

© mikrotik




Utilizar o Browser para acessar o roteador
e remover todas as configuracoes. (IP
default do roteador 192.168.88.1

e —
M Ve X A X { O Rex ([QRX ( MPLX (ECEx ([Ecx/ [ REx
& C | ® 192.168.88.1/webfig/#System:Reset_Config .|'4:-’|
5 Apps Sites Sugeridas Importade do |E ookmarks Mestrado Cerveja Artesanal  » Ou

Au Quick Set

WebFig v6.28.5 (s
T CAPSMAN

Reset Config

I Wireless

| Interfaces
= PPP

Reset Configuration || Cancel |

Fi Bridge

= Switch Keep User Configuration

oo
o el Mo Default Configuration F

g 1P

7 MPLS - Do MNot Backup

" OpenFlow

- Run After Reset v
&2, Routing >

%57 System

Auto Upgrade

Certificates

Clock

Console

1 Drivers

Health

History 3

Identity

2 LEDs

License

Logging

Packages

Password

Ports

Reboot

Reset Configuration

Resources

Routerboard

SNTP Client

— e a2



Utilizar o aplicativo Winbox para acessar o
roteador via camada 2.

Aplicativo Winbox
Utilizado para gerenciar o roteador

File Tools

& WinBox v3.11 (Addresses) - | X

Connect To: |E4:80:8C:12:3A:3C

Login:/ | admin

Passwaord: | |

| Add/Set | | Connect To RoMON | | Connect |

| Keep Password
| [ 1 Open In New Window

A conexao do aplicativo ao roteador pode
ser feita em camada 2 ou 3.

Como o roteador nao tem nenhum IP
configurado nas portas de rede.

| b
Man4ged Meighbors | 2
7/ [ Refresn | [Fre__Ja__J5]
MAC Address | IP Address Identity Version Bl |
E4.80:8C12:3A:3C 0.0.0.0 RB_Teste_Flavio  6.38.5 (stable) RB
1

O acesso s6 pode ser feito através da camada 2 (MAC)

Clica no MAC Address e pressiona connect




Utilizar o aplicativo Winbox para acessar o
roteador via camada 2.

Roteador tem 4 interfaces

802.3 (Ethernet) e 1 Wireless 802.11

@ flavio@E4: 8008 C:1 2:3A:3C (RB_Teste_Flavic) - WinBox v8.38.5 on hAP lite (smips)
Session  Settings  Dashbeard

Safe Mode | Session:|E4:BD:8C:12:3A:3C
A% Quick Set
T CAPsMAN
¥ Interfaces

& Manual
e Mew WinBox

Nenhuma das interfaces tem qualquer IP configurado

1 Wireless
22 Brcge [#][=] [“][] Fra_f
=3 PPP Interface ‘Hafac::ljd Ethemet EolP Tunnel [Address 7 [Network [interface -
= Swich [#-][=] [][%] [=] [7] 7
“12 Mesh | Name /| Type A |
I tjsether] Ethemet I
= IP % #irether? Ethemet
=El IPvE #iretherd Ethemet
éﬁ” MPLS I 41 etherd Ethemet
Gpwlan1
& Onrom | |
Routing I
System [~
g Queues
Files
|| Log Oitems
& Radius - | / | »
2K Tools I | [Sitems (1 selected) /
Mew Terminal
| 2 Make Supout.rif




Configurar um [P e uma mascara na
interface de rede ether4 que liga o
roteador ao PC (conforme tabela abaixo).

@ flavio@ESEDEC: 1 2:38:3C (RB_Teste_Flavia) - WinBox vt

Session  Settings  Dashboard

A Quick Set M10.1.0.254/24 10.2.0.254/24  10.3.0.254/24  10.4.0.254/24

1 CAPsMAN
o nterfaces 172.16.0.1/24  172.16.0.2/24 172.16.0.3/24  172.16.0.4/24
L Wireless
Eg Bridge
=g PPP
=== Switch
“Ia Mesh
5 |P [~ ARP \
=2 IPvé I Accounting 6
<" MPLS I~ Addresses ¥
</ OpenFow Cloud
2 Routing " DHCP Client
ok Em [ .
Zies E:E::; 5 - Escolher a interface
[E5] Fles DNS conforme tabela
=l Log Firewall

4 — Substituir o X
pelo numero do Grupo



Configurar a interface wireless para conectar
ao AP central e depois de conectar testar
conectividade com a internet.

| JESEION ETNNG:  Lasnooara

Session: @

Ay Quick Set
T CAPSMAN |
¥ Interfaces
1 Wireless

5, Bridge
=8 PPP

5= Switch
S8 Mesh

Interfaces |Nstreme Dual Access List Registration Connect List A Interface W|re|ess veéem

EEJE ol [¥][ o |[wesae || o cabilitada de fabrica

/| Type \Actual MTU | Tx
,X/ @Hm'l Wireless (Stheros ARS. .. 1500

e

Interfaces |Nstreme Dual Access List  Registration  Connect List  Securty Profiles | €

EE E | CAP || WPSClent || Setup Repeater |E

| Name s |T','pe |.P~c:tua| MTU |Tx
Fhewlanl Wireless (&theros ARS... 1500 Obps

Interface Habilitada

B i=ad




Configurar a Intertrace wireless para conectar ao

AP centra

e depois de conectar testar

conectividade com a internet.

Wirgless Tables

Interfaces |Na‘.rem& Dual Access List  Registration Connect List  Security Profil

=] v %] | CAP || WPSClient || Setup Repeater

|Name £ |Type |A.dua| MTU |Tx
R wlani Wireless (ftheros ARS... 1500

Este R quer dizer que a
interface estd ativa e conectada

1 CAPsMAN
| Interfaces
1 Wireless
gg Bridge
g PPP

= Switch
“1a Mesh

=5l |p

lss| |Pvk

&7 MPLS
<7 OpenFlow
4 Routing
5 System
e Queues
[ Files

.. Log

L Radius
X Tools

2w Teminal

| & Make Supout rif

2 — Dentro do terminal digitar o comando:

[\.

VipnetTelecom Bouter0S €.35.5 (c) 1999-2017

(2]

Equipamento de propriedade de vipnettelecom.com.br
wWwW.vipnettelecom. com.br

Gives the list of available commands

command [?] Gives help on the command and list of arguments
[Tak] Completes the command/word. If the input is ambiguous,
a second [Tak] gives possikle options

/ Mowve up to base level

. Mowe up one lewel

/command Use command at the base level

[£lavioBRE_Teste_Flavio] » ping #.8.8.8

SEQ HOST SIZE TTL TIME STATUS

0 noc route to host
1 noc route to host
2 noc route to host
3 noc route to host
4 noc route to host
5 noc route to host
[ noc route to host

ping 8.8.8.8 (8.8.8.8 € o IP do DNS do google)
A resposta é que nao existe rota para o destino.
N3o tem acesso a internet.

Terminal = E3

&*




Configurar um IP e uma mascara na interface de
rede wlanl gue liga o roteador a Internet
(conforme tabela abaixo).

M1o.1.0.254/24 10.2.0.254/24  10.3.0.254/24  10.4.0.254/24
172.16.0.1/24 172.16.0.2/24  172.16.0.3/24  172.16.0.4/2

Mew Address

3 CAPsMAN
|8 Interfaces
L Wirless
%2 Bridge

3 PPP

Equipamentc de propriedade de vipnettelecom.com.br

/

1 Substituir o

pelo numero do Grupo

Address: [172.16.0.%/24

| 4 Cancel

interface: [ZLIMMMM ¥ | [ Apply

N

= Switch
“T3 Mesh

58 IP

lsg! [PvE

&’ MPLS
< OpenFow
#2 Routing
457 System
Q Queues
[ | Files

5] Lo

[2]

[Tak]

command [?]

VipnetTelecom Router0S €.38.5 (c) 1995-2017

WwWW.Vipnettelecom. com.br

Gives the list of available commands

Completes the command/word. If the input is ambiguous,

Gives help on the command and list of arguments

a second [Tab] gives possible options

SIZE TTL TIME STATUS
no rou

(== = = R = = = |
[= = = = = = =
0000000
W L Wy Db Ly 0 [0

\enabled

4 — Dentro do terminal digitar o comando:

ping 8.8.8.8 (8.8.8.8 ¢ o IP do DNS do google)

A resposta é que nao existe rota para o destino. 3
Nao tem acesso a internet.



Configurar uma rota detault para 1/2.16.0.254
e testar conectividade com a internet.

IsMAN
rfaces
eless
1 Wireless Route List
8 Accourting Ige e S
; PP;E Addresses 5 Routes | Nexthops Rules VRF
= Swich Cloue e =] [][x]
o1 Mesh DHCF Clignt sh |Dst Address s |IEz—.fnauvnli-.q,r [
. DHCP Relay [ DAL P 10.21.00/24  wlan1 reachable
@
DHCP Server [ ¥
IPwE
7 MPLS o DN = M
> Openf Firewall anFlow
? OpenFlow
42 Routing [ Hotapat fing |
IPsec tem
System ¥ S Mew Route 1
eighbaors wime
Queues General | Attributes -m
é Fi rackng ou Ld pooe /7
iles . =30 0.0.04 Cancel
Pool > nc
|| Log Aoutes Gateway: |172.16.0.254 [#] | // | Apply
Radius 3 :
iT | N SNMP I | Check Gateay: | // s Disable
o ST - Semvices [ Type: |unicast (=] Comment
|_=1 ME: ;fmma E Settings P Distance: | // I~ Copy
ake Supout i )
-H
ﬂ Manual Socks - e |3ﬂ | EMove
7
I+ Target Scope: |'H] | @]
Routing Mark: | / | g



= A JWWILLA

218 Mesh

s3] [P

Lzs| |Pvk

<” MPLS
o7 OpenFlow
ﬁ Routing
System
& Queves
[ Filez

.| Leg

.@ Radius

% Tools
MNew Teminal

| & Make Supout rif

& Manual

-

Configurar uma rota detault para 1/2.16.0.254
e testar conectividade com a internet.

VipnetTelecom Router0S 6.33.5 (c) 19%9%-2017

[2] Gives the list of avalilable commands
command [?]

[flavic@BE Teste Flawio] > ping 8.8.8.8

DNS do google responde.

SEQ HOST S3IEZE TTL
0 8.58.8.8 56 5@
1 5.58.8.8 56 5@
Z B.58.8.8 56 5@
3 8.58.8.8 56 5@

Equipamento de propriedade de wvipnettelecom.com.br

www.vipnettelecom.com.b

Giwves help on the command and list of arguments

[Tak] Completes the command/word. If the input is ambiguous,
& second [Tak] giwes possible options

! Mowe up to base lewvel

. Mowe up one lewel

Jcommarnd Use command at the kase lewvel

TIME STATUS
T8ms

3dms

147Tms

Zms

ing

es

18
H
Teminal

= Supout ff
1l
WinBaox

B H.d.d.8 50 Do ZMS
B9 §.8.8.8 56 5& 9ms
90 §.3.8.8 56 5¢ 4ms
91 5.3.8.8 56 56 lEms
s3ent=9%2 received=92 packet-loss=0% min-rtt=2ms avg-rtt=13ms max-rtt=147ms

[£lavio@RE Teste Flavic] > ping www.ggogle.com.br
inwalid wvalue for argument address:
invalid wvalue of mac-address,
invalid walue for argument ipw
while resclving ip-address: cguld not get answer from dns serwver
[flavic@RB Teste Flavio] > [

address required

Comando ping para o site:
WWW.google.com nao responde.

O roteador nao consegue resolver
nomes, falta de DNS.


http://www.google.com/

Configurar o DNS 8.8.8.8 e testar
conectividade com a internet.

L CAPsMAN
Irterf

........... e = DMS Settings

1 Wireless
i 5 i

CId S5 Bridge ervers: |
E-ﬁ FEP Dynamic Servers: |
R [ | Allow Remote Requests
°15 Mesh Max UDP Packet Size: |4096
EE P o ARP
& [Py I Accounting Query Server Timeout: |2.000
&7 MPLS [ Addresses Query Total Timeout: |10.000 s
<7 OpenFlow Cloud
i System f~  DHCP Relay
& Queues DHCF Server
DNS DMS Settings
| Files
i g Frewal Servers: |8.8.8.8 A
ﬂ- Radius Hotspot Dynamic Servers: | \ | Cancel
x Tools | ifeee [ | Allow Remote %&quests
Mew Teminal Neighbors

| J Make Supoutsf ~ Packing

I . Ol

Max UDP Packet Size: |4096 | | -
\\

Query Server Timeout: |2.{P[H]

\
Query Total Timeout: |10.000 \ | s

2 4 Colocar o IP do Servidor DNS do Google



Configurar o DNS 8.8.8.8 e testar
conectividade com a internet.

h command [?] Gives help on the command and list of arguments
h [Tak] Completes the command/word. If the input is ambiguous,
a secon gives possible options

- d [Tak] gi ikl i
3 F I Move up to base lewvel
5 [ = Mowve up one lewel L

JSoommand Use command at the base lewel
nFlow [flavic@RE_Teste_Flavic] > ping www.google.com.br
ting [+ SEQ HOST SIEZE
0 172.217.30.3 56 53 3ms

=] r 1 172.217.30.3 56 53 8ms
ues sent=2 received=2 packet-loss=0% min-rtt=3ms avg-rtt=>Lms max-rtt=35ms

Ping para o site
www.google.com.br

[flavic@RE_Teste_Flavic] » ping www.uol.com.br
SEQ HOST
0 200.221.2.45

ius 1 200.221.2.45

|z I3 sent=2 received=2 packet-loss=0% min-rtt=123ms avg-rtt=123ms max-rtt=123ms
t Terminal [flavio@RBE Teste Flavio] > I

& Supout rif

iual

Ping para o site
Agora temos conectividade do roteador com a internet. www.uol.com.br



Testar a conectividade do PC com a
Internet.

* N3o ha conectividade do PC com a Internet devido ao mesmo estar
utilizando IPs privados.

* A solucao é configurar o roteador para mascarar o IP da rede interna.



Configurar no Firewall o NAT e testar a
conectividade do PC a internet.

Q @ flavio@ELEDBC12:38:3C (RB_Teste_Flavio) - WinBox v6.385 0 L
e Session  Settings Dashboard New NAT Rule

Sesson: E4EDEC123A%C Gerers | vanced Ba pon . [ ok |
‘ﬁ Quick Set Firewall Chair- |i| | Cancel |
T CAPsMAN Fiter Rules | NAT Mangle Raw Service Ports  Connect o Address. - [ o
= e + oo s Corten 1}t T+ | |
3 Wireless # | |P~ctiur1 |['.1'1:—.|ir1 \lSm.Mdress |Dst.ﬁ~ddress : i I

E 1 -
Es Bridge ¥
I
PPP
=2 r~ 3
== Switch
o New NAT Rule B
= P I~ ARP s Advanced Extra Action |Stajstics | oK |
@ire | oo pctor: R+ | [ e, |
: Firewall |
77 MPL5 [~ Addresses Apply
/7 OpenFlow Cloud Fiter Rules NAT | Mangle Raw Service Par - Ilog | \\ |
%8 Routing I DHCP Client E @ oo Feset( | LoaPrefic | / ¥ | [ Disable \ |
System I DHCF Rel # \_|Action  |Chain |Src. Address |L | | Comment |
& Queues I
[ Files DNS f
.| Log Frewal > 6 — Escolher 7
i Hotspot ~

‘@ Radius sp a Opgao
& Tools I~ IPsec
T Mascarade.

| & Make Supout rif Packing
& Manual Pool




Configurar no Firewall o NAT e testar a
conectividade do PC a internet.

- CULICCIHIVIUUUGCS UO | U O

BN Selecionar Prompt de Comando

Aproximar um ndmer vezes em mili
Minimo = Max , Média =

Control-C

e [:

\sersiflavisg

Conectividade com a internet a partir do PC estabelecida.
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PC Grupo4

Roteador Gl

Eth4 r%,g Eth2

Roteador G2

Eth2 Jﬁ Eth4

Eth3

Eth3

o,

N

o7

&

Eth4
Aﬂ Eth2

OOO

Roteador G4

Eth3

Eth3
Eth4

Roteador G3

PC Grupo3



Conectar os cabos de rede entre os roteadores
conforme diagrama, para formar uma estrutura

em anel.

Eth2 Eth2

G1
192.168.0.2/30 \ G2

L——_ 192.168.0.1/30

Eth3
192.168.0.5/30

Eth3
192.168.0.14/30

Eth3

Eth3 192.168.0.6/30
192.168.0.13/30

220) Eth2 Eth2 - -
G4  192.168.0.10/30 192.168.9/30 ©3



Configura os IPs nas interfaces conforme tabela
abaixo.

ool lGupo2  lGupo3 |Grupod

W192.168.0.1/30 192.168.0.2/30 192.168.0.9/30 192.168.0.10/30

W192.168.0.14/30 192.168.0.5/30 192.168.0.6/30 192.168.0.13/30



Testes

* Testar a conectividade entre os roteadores diretamente conectados.

e Testar a conectividade entre o PC e os roteadores diretamente
conectados.



Configurar rotas conforme tabela abaixo.

P RN PZES 192.168.0.2 10.1.0.0/24 192.168.0.6
RN PZES 192.168.0.2 10.3.0.0/24  192.168.0.6
VRN RIS 192.168.0.2 10.4.0.0/24  192.168.0.6
Grupo 4

OEERPLES 192.168.0.10  10.1.0.0/24  192.168.0.14
PN JPLES 192.168.0.10  10.2.0.0/24  192.168.0.14
RN PSS 192.168.0.10 10.3.0.0/24  192.168.0.14




Testes

» Testar a conectividade entre os PCs
* Observar o trafego nas interfaces.

e Observar a tabela de rotas.



Configurar o OSPF para publicar as rotas
conectadas.

nstances Metworks

| Interface s |Cust | Pricrity |AL.|1

Areas  Area Ral

“Ia Mesh

s 1P I
L=l IPvE I
<" MPLS I
<7 OpenFlow

& Routing I
{25 System 3

g Queues

Files

05PF Instance <default>

.l Log
. Radius Interfaces  Instances | Metworks freaz  Area Ranges General | Mefrics  MPLS  Status
A& Tools b E'E E Name: |default / | E
7 i
New Teminal Name . [Router ID Running| Router ID: |0.0.0.0 // | Apply | B
| 4 Make Supout *  fadefault 0.000 no
1 @ Manual Redistribute Default Route: |ne'u.rer / || +* |
Redistribute Connected Routes: IE'
Redistribute Static Routes: |no =] Copy |
2 Redistribute RIP Routes: |r1n " ¥ | Remove
Redistribute BGP Routes: |no | ¥




Observacoes

* Observar a tabela de rotas. (distancia administrativa do protocolo).

e Observar o balanceamento de trafego (ECMP) e testar o recalculo de rotas.

e Observar os anuncios de LSA

Tt T e
<7 OpenFlow
outing I
< sy N Preas frea Ranges  Vitual Links  Meighbors  NEMA Neighbors  Sham Links LSA | Rowtes  AS Border F
o em
Q Queues

|Ir15tanl::e s |.P|rea |T1_.fpe |ID |Originator |5&quence Num...|.ﬁ.ge is) \l\

#default  backbone  router 17229270 17229270 v 3000002 o 34

80000018 1341
1635

[ Files
|| Log

B Radius

#defautt  area_21 summary ... 10.101.0.0 10.21.200.2
#default  backbone  summary ... 10.31.1.0 10.31 208
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Roteador G1 Roteador G2
) \
—_ Eth2  OSPF Eth2 '
= s N e
N w7
Eth3  pop &7 Eth3
-~ BGP
OSPF OSPF
7 =,
S \<<7
Eth3  Piep BGP X
P A Eth?ith4
) &
g&—ooo‘; Eth2 ospr  Eth2 ;f'&—oooff
Roteador G4 Roteador G3



Configurar o ASN conforme tabela

- o [ Jos et
abaixo.
ﬂmom 64002 64003 64004

“T8 Mesh
z=5] |P 3
=] |PvE 3
* MPLS 3
BGP Instance =default:
pen Flow

MName: |defauft

System I

g Queues
[ Files

.| Log

AS: [6400X ,
Instances |"u"HFs Peers  Metwor T

E”EI E FiuuterID:| [ |v Apphy

| Name : [AS Rout (| Redistribute Connected |e i
65530 (| Reflistribute Static

["| Redistribute RIP
4 [ ] Redistribute OSPF
[ | Redistribute Cther BGP

L [ =1

Instances |"I.|"F1Fs Peers MNetworks Agaregates  VPN4

#][=] [¢]l%] [a] [¥]

| Name : |As \Router D |Out Fiter |
& default 65530

5 — Substituir 6
o X pelo
numero do grupo



Configura um peer com o ASN 64254
através da interface Wireless com o IP

172.16.0.254.

| nc
stance: |default [E2 | Apply
Instances  VRFs Peers |”‘ Remote Address: |172.16.0.254] |
[+][=] [~]l==] =] | Remte Port: M/
|Name 4 |I nnnnnn Remat i |'Ei4254 | comment
| =
R -
Mesthop Chaoice: |defauh ” ;l e




Configurar as redes que vao ser anunciadas

conforme tabela abaixo.
| |Grupol  |Grupo2  [Grupo3  |Grupo4

1 LN 10.1.0.0/24  10.2.0.0/24  10.3.0.0/24  10.4.0.0/24

Instances VRAFs Peers Networks |Aggregates VPM4 Routes  Advertisements

EE
|Network s |5'_md1roni...|
Mew BGP Metwork

Network: [10.X.0.0/24 | OK
O Sreson

Apply
7

2 — Substituir X Conv

Pelo numero do grupo

Verificar a tabela de rotas.



